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Skapa atkomst till MS Graph API

For att Ekonomi ska kunna anvanda Microsoft Graph API for att hamta och skicka epost kravs
att det laggs upp en gpplikation med nddvandiga rattigheter i Azure AD. Denna lathund riktar
sig till dig som har ratt att administrera Azure Active Directory.

For dig som redan ar bekant med applikationer i Azure

Bilden nedan visar de rattigheter som kravs for att Ekonomi ska kunna anvanda Graph API for
mailhantering. Application.ReadWrite.All behovs for att applikationen automatiskt ska kunna
uppdatera client secretinnan den upphor gélla. Utan den rattigheten maste client secret
skapas och kopieras till Ekonomi manuellt nar den ar pa vag att upphora.

Home > Vitec Ekonomi2

- Vitec Ekonomi2 | APl permissions = - x
« O Refresh | A7 Got feedback?

# overview @ Successtully granted admin consent for the requested permissions.

& Quickstart

# Integration assistant

() T e i e T e e TS e e G 0 e e e e, oy ey TS e sy e M e e e o G B g e e LSt e
Manage e

B2 eranding & properties
D Authentication Configured permissions

Certificates & secrets Applications are authorized to call APIs when they are granted permissions l;y users/‘admms 25 part of the consent process, The list of configured permissions should include
consent

all the permissions the application needs. Learn more about permissians an:

11! Token configuration

t+ Add a permission / Grant admin consent for vittest
- API permissions
e

@ Expose 2n API API / Permissions name

L App roles

Write All Application  Read and write all applications Yes

& Owners

2. Roles 2nd administrators Mail ReadWrite Application  Read and write mail in all mailboxes Ves

B Manifest MailSend Application  Send mail as any user Yes ¢
User Read.All Application  Read all users' full profiles Yes

Support + Troubleshooting

2 Troubleshooting
~ o view and manage consented permissions for individuzl apps, as well as your tenant's consent settings, try Enterprise applications,
& New support request

De mailkonton som behovs for inldsning BFO etc. behdver ocksa laggas upp i Azure. Det ar
dock inget som beskrivs i denna lathund.

For att begransa vilka mailboxar applikationen har tillgang till refereras till denna artikel.
https://learn.microsoft.com/en-us/graph/auth-limit-mailbox-access
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For den som vill ha en steg for steg-anvisning for applikationer i Azure

Har beskrivs steg for steg hur man registrerar en ny applikation och tilldelar nédvandiga
rattigheter.

Borja med att logga in i Azureportalen med en anvandare som har ratt att administrera Azure
Active Directory.

Welcome to Azure!

Dont have a subscription? Check out the following options.

I

,ss

S

Start with an Azure free trial

Get $200 free credit toward Azure products and services,

plus 12 months of popular free services.

p—"

Azure services

+ s

4
Create a Function App Al resources
resource

Resources

Recent Favorite

Name

Manage Azure Active Directory

Manage access, set smart policies, and enhance security
with Azure Active Directory.

—"

[ 4] = 4.5

Access student benefits

Get free software, Azure credit, or access Azure Dev Tools
for Teaching after you verify your academic status.

—

® @& >

%

Resource Subscriptions Virtual Application App Services | Azure Active | More services
groups networks gateways Directory
Type Last Viewed

Registrera en applikation

Valj “Azure Active Directory”, “App registrations” och “New registration”.

BEH & Q @

Home 3 vfttest

vfttest | App registrations =

.
Azure Active Directory

¢ + New registration )@ Endpoints £* Troubleshooting () Refresh ' Download [E& Preview features & Got feedback?
@ ovenview =

Preview features

@ Sterting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will coninue to provide

X Diagnose and solve problems

Microsoft Graph. Leam more

Manage

A users All applications ~ Owned applications  Deleted applications

& Groups

P Start typing a display name or application (client) ID to filter these r...

6E External Identities

&, Roles and administrators 5 applications found

A/ Administrative units Display name
S Enterprise applications B

Ol Devices

i, App registrations

@) |dentity Governance vitee Ekonomi

£ Application proxy

[ Custom security attributes
(Preview)

% Licenses
® Azure AD Connect
&=l custom domain names

@ Mobility (MDM and MAM)

hitps:{go microsoft.com/fulink/Zlinkid=2132805

vitec-fastighet.com

technical support and security updates butwe will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and

*y Add filters

Application (client) ID Created on Ty Certificates & secrets
2022-04-22
2022-06-08 @ current
2022-04-22 @ current
2022-05-31 @ current
2022-06-22 @ current
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Ge Applikationen ett namn och klicka "Register”.

B Search resources, services, and docs (G+/)

Home > vfttest | App registrations >

vitadmin@vfttest.oni

(]
verrest 9

Register an application *

* Name

The user-facing display name for this application (this can be changed later),

| Vitec Ekunomi

v

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (vfttest only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (2.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

‘ Select a platform

v | ‘ e.g. https://example.com/auth

Register an app you're working on here. Integrate gallery apps and cther apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies '

Skapa “client secret”
Valj “Certificates and secrets” i menyn och klicka “New client secret”.

Ange valfri beskrivning och valj en giltighetstid (vart férslag 24 manader) och klicka "Add”.

A search resources, services, and docs (G+/)

Home > vfttest | App registrations > Vitec Ekonomi2

Vitec Ekonomi | Certificates & secrets =

2 Search (Ctrl+/) 3

B overview
& Quickstart

# Integration assistant

Manage

B Branding & properties

-3 Authentication
Certificates & secrets

:|' Token configuration

2 AP| permissions

@ Expose an API

i App roles
& Owners
&l Roles and administrators

Bl Manifest

vitec-fastighet.com

Add a client secret X
Description | Vitec Ekonomi |
ol
Ay Got feedback? Expires | 24 months e ‘

Credentials enable canfidential applications to identify themselves to the authe
scheme). For a higher level of assurance, we recommend using a certificate (ins

@ Application registration certificates, secrets and federated credentials can be {

Certificates (0) Client secrets (0) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting

Description Expires Valug

Mo client secrets have been created for this application.

Add
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Spara tillfalligt undan value fran Client Secret i t ex en textfil da den senare ska anvéndas som
uppkopplingsinformation i Ekonomi.

OBS att value i client secret bara kan ldsas precis nar den skapas. Ndsta gang man loggar in
ser man av sékerhetsskal bara tre forsta tecknen. Vardet gar inte heller att kopiera da utan
man behover i sa fall skapa en ny “client secret” om vardet tappats bort.

vitadmin@vfttest.oni

= Microsoft Azure P search resources, services, and docs (G+/)

Home > wvfttest | App registrations > Vitec Ekonomi2

Vitec Ekonomi2 | Certificates & secrets % ps
£ Search (Ctri+/) 3 A Got feedback?
I8 overview -
& Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
" _ scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
#' Integration assistant
Manage
. @ Application registration certificates, secrets and federated credentials can be found in the tabs below. *
&= Branding & properties
3 Authentication
Certificates (0) Client secrets (1) Federated credentials (0)
Certificates & secrets R
ill Token configuration A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password
& AP permissions
New client secret
@ Expose an API .
Description Expires Value @ Secret ID
App roles -
Vitec Ekonomi 2024-08-23 P-G8Q~ilgCXPRp4oKDxXfl.EnRPEZggC~ .| 20b3e4Be-e2c8-4868-add7-29a5e4fecfs5 I [
& Owners
b, Roles and administrators
H manifest -

Tilldela applikationen rattigheter
Valj "API permissions”, “Add a permission” och "Microsoft Graph”.

Home > vfttest | App registrations > Vitec Ekonomi2

vitadmin@vfttest.o

Request APl permissions X
- Vitec Ekonomi2 | AP| permissions =

P search (Ctrl+) “

Select an API

O Refresh | A" Got feedback?

B overview

& Quickstart

# Integration assistant

Manage

B eranding & properties

2 Authentication
Certificates &t secrets

il Token configuration

- API permissions

@ Expose an AP

HL App roles

& Owners

&, Roles and administrators

M Manifest

suppart + Troubleshooting

&2 Troubleshcoting

& New support request

vitec-fastighet.com

@ The “Admin consent required” column shows the default value f¢
in organizations where this 2pp will be used. Learn more

Configured permissions

Applications are authorized to call APIs when they are granted pen
all the permissions the application needs. Leam more about permit

Add a permission Grant admin consent for vfttest

API / Permissions name Type Description
 Wicrosaft Graph (1)
UserRead Delegated  Signinand re

To view and manage permissions and user consent, try Enterprise 2

Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APls

T Graph

single endpoint.

Azure Communication
& Services

Rich communication experiences with
the same secure CPaa$ platform used
by Microsoft Teams

Data Export Service for
Microsoft Dynamics 365

Export data from Microsoft Dynamics
CRM organization to an external
destination

Flow Service

Embed flow templates and manage
flows

Power Bl Service

Programmatic access

Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility = Security, and Windows 1
" Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a

() Azure Rights Management
L& Services

Allow validated users to read and write
protected content

£% Dynamics 365 Business
W& Central

Programmatic access to data and
functionality in Dynamics 365 Business
Central

L= intune

Programmatic access to Intune data

Q SharePoint

Interact remotely with SharePoint data

S\ Azure Service Management

Programmatic access to much of the
functionality available through
theAzure portal

b Dynamics CRM

Access the capabilities of CRM business
software and ERP systems

'j Office 365 Management APIs

Retrieve information about user, admin
system, and policy actions and events
from Office 365 and Azure AD activity
legs

a Skype for Business

Intearate real-time presence. secure
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Valj "Application permissions”.

e viiadmnGuiiestolt

Home > vfttest | App registrations > Vitec Ekonomi2 Request API permissions %
- Vitec Ekonomi2 | AP| permissions =

k all apis

O Search (Ctri+/) « () Refresh | &' Got feedback? & WMicrosoft Graph

https://graph.microsoft.com/ Docs

B overview What type of permissions does your application require?
& Quickstart
@ The "Admin consent required” column shows the default value ft Delegated permissions "Application permissions
# Integration assistant EegrrETE e irsgp el lemmes Your application needs to access the AP 23 the signed-in user, Vour application runs as 2 background service or daemen without a
signed-in user.
Manage

Configured permissions
B3 Branding & properties Aapplications are authorized to call APIs when they are grantad pan
D Authenticstion all the permissions the application needs. Leam more about permi:

Certificates & secrets + Addapermission ~ Grant admin consent for vfttest

Token configuration APl / Permissions name Type Description

= APl permissions  Mierosoft Grash (1)

& Expose an AP User.Read Delegated  Signinand re

App roles
& Owners To view and manage permissions and user cansent, try Enterprise ¢
&, Roles and administrators

I Manifest

Support + Troubleshooting

&2 Troubleshooting

& New support request

Valj réttigheten "Application.ReadWrite.All” fortsatt sedan till Mailsektionen

Home > vfttest | App registrations > Vitec Ekonomi Request API permissions %
- Vitec Ekonomi | API permissions %

Delegated permissions Application permissions

« QO Refresh | A7 Got feedback? Your application needs to access the AP as the signed-in user. Your application runs as a background sevice or daemon without a

siged-in user.

B Overview

& Quickstart
@ The “Admin consent required” column shows the default value for an organization. However, user consent can be custom 52 €€t PEIMIssions expand all

# Integration assistant

[ tart typing a permission to fiter these resuits

Manage . Permission Admin consent required
Configured permissions
= randing & properties Applications are authorized to call APIs when they are granted permissions by users/admins as part of the CONSeNtPIOC > AccessReview
D Authentication all the permissions the application needs. Learn more about permissions and consent
Certificates & secrets -+ Add a permission v/ Grant admin consent for vittest > Acronym
Token configuration APl / Permissions name Type Description Adi -
> AdministrativeUnit
9 AP| permissions 7 Microsoft Graph (1)
@ Expose an APl UserRead Delegated  Sign in and read user profile No  » Agreementacceptance
# App roles
> agreement
&2 Owners 9
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise
& Roles and administrators > APICONNectors
H Manifest
> appcatalog
Support + Troubleshooting
£ Troubleshooting ~ Application (1)
& New support request Application Read.All @
Yes
[ applications
Application ReadWrite All © v
e s
Read and write all applications
O Application.ReadWrite.OwnedBy @ v
es
Manage apps that this app creates or owns
> AppRoleAssignment -

Add permissions

vitec-fastighet.com 7 (1)
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Valj rattigheterna "Mail.ReadWrite” och “"Mail.Send” och fortsatt sedan till Usersektionen
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Anue P Seatcn rsoutces, enaces 303 6365 64)

Home > vtest

- Vitec Ekonomi | APl permissions  #

b restrations > Witec Exan

O peteh | et teadbackt

o P—
A integranon assistant e
wansge
Cenfigured permissions
B sy spen ) P——
e i it pplaion et Luamesrs ool peeradrs s oo

3 nutnenicanon
 heda permissan < Grane s cevsentfr et

481 Bermissions name Tipe Dascription,

Delegaled  Sign n srd read usee pesie

B newsppon gt

ersysimins 31 part f the corsent prox
L

45 Vo0 NI tantEnt SSRGSty EAterpe

Request APl permissions

> Vet

> wsneesering:

)
wsilresd @

[m} e
PP —
sl st

a e
Aead i ml nll b
i rasdeeccall 3

[m} -
Aeadbasc sl el oo

g e -
Aead s w1 s

send

] es
Send mad s s s

5 e

> Networkacoesseranch

T

> nars
T ———
R —
> onlevesings

Valj "User.Read.All” och avsluta med att klicka "Add permissions”

Ao e e e )

Home » vfttest | App registrations > Vitec Ekonomi

- Vitec Ekonomi | API permissions <

© Ot | P cottestiade

B overview
& Quickstart

# Integration assistant

Manage )
Configured permissions

B2 Branding & properties

D Authentication

(D) i e et s R e o e B G B2 s
moe

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent proc
all the permissions the application needs. Learn more about permissians and consent

Request API permissions

> TrustFrameworkiceyset

> User-LifeCycleinfo

> UserAuthenticationMethod
> UserNatification

> Usershiftereferences

Certificates & secrets + Add a permission v/ Grant admin consent for vittest ~ User()
ser
Token configuration API / Permissions name Type Description Adn
- User.ExportAll @
API permissions = Microsoft Graph (1) Export users data
Expose an API UserRead Delegated  Sign in and read user profile No User.nviteAll ©
App roles Invite guest users to the organization

&2 Owners

&, Roles and administrators
I Manifest

Support + Troubleshooting
£ Troubleshooting

& New support request

vitec-fastighet.com

To view and manage consented permissions for indivicual apps, as well as your tenant's consent settings, try Enterprise

User Manageidentities All ©
Manage all users'identities
UserRead All @

Read all users' full profiles

B 00 O

UserReadeasicAll @

O

Read all users basic profiles

0O UserReadwriteAll O
Read and write all users ful profiles

> virtuslappointment

> WindowsUpdates

> Workforcalntegration
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Klicka darefter "Grant admin consent for...” for att godkanna tilldelning av rattigheterna

L e )

Home > vittest | App registrations > Vitec Ekonomi

-5 Vitec Ekonomi | APl permissions  # - x
¢ Oreren | & cotessback
B overview

A\ Vou are editing permission(s) to your application, users will have to consent even if they've already done sa previously.

# Quickstart

& Integration assistant

@ The "Admin consent required” column shows the default value for an organizatian. However, user consent can be customized per permission, user, or app. This column may not reflect the value in your organization, o in organizations where this app will be used. Leam
Manage e

B eranding & properties
D Authentication Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The lst of configured permissions should include

Certificates & secrets
all the permissions the application needs. Learn more about permissions and consent

Token configuration
- APl permissions

API / Permissions name Type Description Admin consent requ... - Status

Expose 2n API

Microsoft Graph (5)

App roles
2 owners Application ReadWrite All Application  Read and wirite all applications Yes A\ Not granted for
&, Roles and administrators Mail ReadWrite Application  Read and write mail in all mailboxes Ves A\ Not granted fory .
M vaniest Mailsend application  Send mail as any user Yes A Not granted for v
UserRead Delegated  Sign in and read user profile No
Support + Troubleshooting
User.Read Al Application  Read all users’ full profiles Yes A\ Not granted for aee

& Troubleshooting

& New support request
To view and manage consented permissions for individual apps, 25 well as your tenant's consent settings, try Enterprise applications.

Godkann

Home > vittest | App registrations > Vitec Ekonomi

- Vitec Ekonomi | API permissions =

B oveni . " N
B overview Grant admin consent confirmation.
& Quickstart Do you want to grant consent for the requested permissions for all accounts in vittest? This will update any existing admin consent records this application already has to match what s listed below.

# Integration assistant

Manage

B Branding & properties
3 Authentication Configured permissions

Applications are authorized to call APis when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

Certificates & secrets . "
all the permissions the application needs. Learn more about permissions and consent

Token confiauration

vitec-fastighet.com 9 (11)
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Nu ar alla nédvandiga rattigheterna for applikationen tillagda.

User.Read — Delegated behovs egentligen inte men ldaggs upp automatiskt sa den far vara
kvar.

e e e e i)

Home > vittest | App registrations > Vitec Ekonomi

-9 Vitec Ekonomi | APl permissions & - X
B Overview

@ Successiully granted admin consent for the requested permissions.
& Quickstart

#' Integration assistant

Manage (7) T o mn e et e A e o e e e O e S S e ot e e o o G e T e s e T e sy e s By Gt S e i e Bt
more
B eranding & properties

D Authentication Configured permissions

Certificates & secrets Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Leam more about permissions and consent
Il Token configuration
t Add 2 permission / Grant admin consent for vittest
= API permissions

@ Expose an a7l API / Permissions name Type Description Admin consent requ... Status

B App roles

Support + Troubleshooting

2 Owners onResd\Write All Application Read and wirite all applications Ves Franted for
&, Roles and administrators DAL Application Read an Yes branted for e
B Manifest Mail.Send Application  Sen Yes Eranted for
User.Read Delegated ~ Sign in and No Branted for
Yes

UserRead Al Application  Read branted for

£ Troubleshooting

& New support request
To view and manage consented permissions for individual apps, as well 25 your tenant's consent settings, try Enterprise applications,

De mailkonton som behovs for inldsning BFO etc. behdver ocksa laggas upp i Azure. Det ar
dock inget som beskrivs i denna lathund.

For att begrénsa vilka mailboxar applikationen har tillgang till refereras till denna artikel.
https://learn.microsoft.com/en-us/graph/auth-limit-mailbox-access
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Klart att anvanda

Nu ar applikationsregistreringen klar att anvanda genom att ange uppgifterna TenantID,
Applicationld och Client Secret i systeminstallningarna for Microsoft Graph. Om applikationen
inte har tilldelats rattigheten "Application.ReadWrite All” maste "Automatisk uppdatering av
Client secret” slds av. Las meridenna lathund >>
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